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PERSONAL INFORMATION MAY BE VALUABLE TO YOUR BUSINESS, 
BUT IT’S ALSO SOMETHING CONSUMERS VALUE. 

Together we can create a culture of respecting privacy, safeguarding data and 
enabling trust. Below are key issues to consider when handling personal information.

Ensure that your privacy statement 

clearly communicates your data 

use practices and includes contact 

information and details on who you 

are and how you collect, use and 

share personal information.

In addition to your privacy

practices, you are also

responsible for how your

partners use and collect

personal information.

Ensure that the amount and type of data are 

appropriate to the purpose. Disclose to  

consumers how you will use the data. Disclose 

whether you share consumer data. Provide ways for 

individuals to limit their information use/sharing – 

and communicate them to consumers.

HAVE YOU CONFIRMED THAT EACH SOURCE 
GOT PERMISSION TO SHARE THE DATA?

Communicate clearly and often

about what privacy means to your

organization and the steps you

take to achieve and maintain

consumer privacy and security.

A privacy policy can be one way

to achieve this.

DO YOU HAVE A PRIVACY STATEMENT?

DO YOU COLLECT PERSONAL INFORMATION 
THROUGH A WEBSITE?

ARE YOU DOING ENOUGH 
TO PROTECT CONSUMERS’ DATA?

DO YOU COLLECT PERSONAL INFORMATION
IN PERSON?

DO YOU COLLECT PERSONAL INFORMATION
FROM THIRD PARTIES AND/OR APPS?

NOW THAT YOU HAVE THOUGHT ABOUT HOW  
YOU COLLECT INFORMATION, YOU SHOULD CONSIDER HOW 

THAT INFORMATION IS STORED AND KEPT SECURE.
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EVALUATE AND EMPLOY 
CONTROLS TO PR EVENT 
UNAUTHORIZED ACCESS 
TO YOUR CONSUMER DATA , 
WHETHER IT’S K EPT BY A 
HOSTING SERVICE OR ONSITE.  
	 •	 Make sure access privileges are   
		  updated regularly — for example, 		
		  when an authorized employee leaves 	
		  your business, consider canceling 		
		  access rights immediately. 
	 •	 Have a written information security  
		  policy, and train your workforce to  
		  follow your policies.

MONITOR AND TRACK THE 
WAY YOU USE AND MANAGE 
CONSUMER DATA. 
	 •	 Monitor the use of personal  
		  information so it complies with your  
		  privacy disclosures. 
	 •	 Understand and keep track of user  
		  choices before you share personal  
		  information with third parties. 
	 •	 Have a policy that encourages  
		  your company to dispose of personal  
		  information when it is no longer useful. 
	 •	 Follow procedures to securely  
		  dispose of printed or digital copies  
		  of personal information.

1NCSA/Zogby Consumer Poll, November 2016, made possible 
in part by a grant from the Digital Trust Foundation

Nearly 75 percent of Americans feel it is “extremely” or “very” important that  
companies have “easy-to-understand, accessible information about what personal  

data is collected about them, how it is used and with whom it is shared.”1
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